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This document is intended to aid IT administrators and other
stakeholders responsible for managing distributed Microsoft ®
SharePoint® deployments, in planning and implementing a
comprehensive, r eliable and efficient synchronization strategy to
optimize co llaboration and increase productivity.
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Executive Summary

In recent years, organizations have increasingly relied on MicroséftSharePoinf to
serve as a cemtlized collaboration platform and repository for mission-critical
assets.Acrossthe business and civic landscape, Shareifbnow plays a cucial role
in managinginformation and connecting knowledge workers

SharePoint adoption within most organizationds typically cultivated at a grassroots
level, with end-users allowed to collaborate and upload content according to their
own professional needs and schedules. For organizations with a geographically
distributed workforce, a decision often needs to be made between a single,
centralized SharePoint sever farm or multiple, distributed SharePoint servers and
farms.

With a centralized farm architecture,unfettered collaboration and usability is often
hindered by an inability to efficiently access the platform or its current content.
This is usually the result of insufficient wide area network (WAN) capacity and
inadequate infrastructure management tools supporting this access As a result,
many organizations havedistributed users who experience unacceptable levels of
application response times, whichleads to lower adoption and reduced return on
investment with regard to the platform itself. With a distributed architecture,
though user access to the platform is improved, conteng either some or all,
depending on architecture z is isolated within the local SharePoint environment.
This makes collaboration and the sharing of information between users in different
locations difficult.

Organizations must overcome the technological and infrastructural barriers
inhibiting effective collaboration to ensure their SharePoint platform can suppot
and sustainproduction objectives. The most effective and #icient means of doing
sois viaanintelligent and robust SharePointgeo-replication strategy. A successful
strategy must provide sufficient flexibility to allow the organization to take
advantage ofthe best features oboth a centralized and a distributedarchitecture.

This document is intended to aid IT administrators and other stakeholders
responsible for managing distributed SharePoint deployments, in planning and
implementing a comprehensive, reliable and efficientreplication strategy to
optimize collaboration and increase productivity.
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The KnowledgeDriven Global Enterprise

Information workers rely on information technology to collaborate and facilitate
productivity. These workers must be able todo so effectively and efficiently,
whether they are interacting with co-workers in the same location or in offices
several time zones awayKnowledge management and collaboration platforms such
as Microsoft SharePointare essential tools in this regard, but theyare beneficial
only if they are deployed in a manner that empows end-users to collaborate
efficiently regardless of their location. When the platformis not optimally deployed,
knowledge workers simply find other means to accomplish their tasks. This
circumvention of established processes and systenms through reduced usage and
decelerated adoptionz limits AT T OC A1 expedted Eetuin droinvestmentfor
the platform. In this section, we will briefly review the challenges an organization
faces when using SharePoint to facilitate collaboration among distributedsers,
then identify the objectives an organization must meet in order to reap the full
benefits of SharePoint

Changing Trends in Information Access

Electronic assets managed by an organization are commonbtassifed into two

types: Sructured and unstructured data. Structured data is stored in ordered

tablesresiding in databases, with welldefined data types such asumbers, dates, or

character strings. By contrast, wnstructured data cannot be regulated to database

tables based on data type.Stating inthe latep wynmd O AT A EIT 1 AET C OOOA
OEA  p, wnost &d@nt/server based software solutions primarily handled

structured data, because Hese worked well for many transactional applications

such asenterprise resource planning (ERP) systemsand customer relationship

management (CRM) systems.

In recent years, however, the elevated importancef unstructured data such as
documents, CAD filesemails, and discussion threadshas given rise to increased
demand for platforms that canefficiently manage it Among the most popular and
powerful of these is Microsoft SharePoint, because it allows for the streamlined
sharing and storage of unstructured datg by an expansive pool of endisersz in a
manner structured data applications such as Oraclend SAP cannot.

Because unstructured data has become so vital to organizational productivity, and
because SharePoint is meant to serve #se tool to manage such data for all types of
users, delivering reliable access is absolutely vital to achieving optimal productivity
and realizing return on investment.

Organizations today are more global than ever beforeAccording to recent surveys,
up to 90% of employees work at locations other than the headquartersf their
respective companies. These remote workers must often conduct business
activities with limited bandwidth connectivity, due to geographiclocation (e.g. rural
locations or developing countries) or gec-logistic constraints (e.g. aboard cruise
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ships, submarines, or military HumVees) To achieve optimal productivity, such
AT 1 O0O0AET OC
coworkers, customers and partners.Regardless of where workers conduct their
professional activities, organizations must ensure that they can access the most
current, most active data in an efficient manner. To align this need with overall
business objectives, organizations must provide B capacity in a costeffective,

resource-efficient manner.

Strategies for UniversabharePoint Access

A.AvePoint

For organizations running SharePoint, providing distributed workers with
unfettered and efficient access to the platform can be a challenge in a numbu

ways. LA O Briéfly examine these challenges then identify strategies and tools

available to overcome them

The Dilemma

As SharePmt has gained popularity as a wb-based content management and

collaboration solution, expectations wth regard to performance have risen.
3 E A OA 0 éxpahsOd&féature set allows users to store files online, search for
information, track project status, and even engage in discussion forum®ecause it
is web-based platform, however, end users expect itto perform as do the
commercial websites they visitz with pages loaded and documents downloaded
quickly. And indeed, for users accessing the platform from the same network on

which SharePoint resides, it usually doesThough for users accessinghe platform
via remote locations, performance and response time&an degrade as a result of

bandwidth and other limitations. The result is that these remote workers feel

treated as@econdclass citizen®

Until recently, there has been very littlethat IT staff could do to remedy this
situation in a costeffective and resourceefficient manner. No solutions empowered
administrators to deliver remote workers a reliable experience that did not either (1)
make the deployment itself far more complexand difficult to manage;(2) require
significant cost and resource outlaygin the form of expensive hardware/network
upgradesand/or the staffing of remote locations with personnel skilled enoughto
manage and maintainthe satellite infrastructure); or (3) some combinatbn of the

two.

AsaresutOAT T OA x1 OEAO0O08 DOl ddbpod EBENOU fall in A

direct response tothe reduced usability and performance, andSharePointz as a
participant-driven, IT-managed platformz would not be leveraged to itsfullest.

In order for distributed organizations to fully leverage SharePoint and the users

who access it, an appropriate and efficient solution to this dilemma must be found.
417 Al OEEOh Ithe@drary éeEs@anOdistibitAd ddfoyEtents face:

Sub-optimal WAN capacity.
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Wide Area Network (WAN) Limitations

When deploying SharePoint over geographicalbdistributed locations, the real,
physical limitations of the wide area network (WAN) directly impact the
performance and reliability as experienced by SharePointend-users. Thesenetwork
limitations can be classified into three categories: latency, contention, and
congestion.

9 Latency refers to the time it takes for a data packet to travel from one
designated endpoint to another.In the caseof SharePoint, this corresponds
to the time it takes for requested content to progress from the server that
El OO0 3EAOAO0TET O OI A OOAOBSO0 iskaick x OAO AC
between these locationsdirectly impacts network latency. Depending on
the distance, this can result in significant delays in reception of HTTP
responses at the endd OA 008 AOI xOAO xET Al xOh A@GPAOE,
of service.

9 Contention refers to the phenomena of multiple relay processes competing
for limited resources. This @curs when data packets originating from
different processes are competing for the same network bandwidth.
Whether an organization has a reliable T1 line, or a low bitate satellite
channel, all various types of communication and application bitsz
Sharepint or not 7 OAT T OAT Aodity wEhirOthisbsérite channel. To
ensure businesscritical data is transmitted with appropriate haste,
administrators can establish rules dictating what type of traffic to let
through and how to prioritize competing proces®s. However, when
managing contention issues for remote locations, it often becomes difficult
to establish such rulesz as all transmitted data is usually quite critical. For
example, determining whether enterprise back office applications,
Microsoft Exchange, network file shares, or Microsoft SharePoint takes
precedence turns into a gamd £ OOT AAET ¢ 0 Ad@Hedvoi€el DHPAU 0
over IP (VOIP) phone systems are in use, this issue becomes even more
critical, as phone systems require the highest level gfriority to allow
proper transmission of voice conversationsand to function properly. As a
result, if VOIP is being used all other systems are assigned lower priority
and must often wait behind voicerelated network traffic. When attempting
to managecontention issues, additional complexity arises when trying to
predict the legitimate requirements of the remote location to browse the
internet. Administrators must weigh the contention-priority of internet
browsing for business purposes (e.g. competitive intelligence), and
appropriate adequate bandwidthz knowing that such priority is also being
given torecreational browsing (e.g. YouTube).

1 Congestion, as the term suggests, refers tthe sheer volume oftraffic
attempting transmission over the channel At elevated congestion levels,
prioritization can no longer address the problemof limited bandwidth, as
various types of missioncritical data are being delayed. This is especially
true with platforms like SharePoint, where much of the traffic is geerated
through the interaction of file-based contentduring regular business hours.
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Large file sizes and vigorous platform activity willcombine to reduce end
user experienceand decelerateresponse times.

These types of WAN limitationscan combine to redue performance of SharePoint
when accessedrom remote locations. Anysolution must have the ability to flexibly
address the challenges posed by such limitations in order to optimize the
productivity of remote workers.

SharePoint Global Deploymemrchitectures

With an understanding of how and why WAN limitations can prevent remote
SharePoint users from achieving optimal productivity] A O 8 @evidwithe options

administrators have in the designand architecture of SharePoint deploymens

intended for a distributed user-base. All but the first of the topology options

outlined below assumes bandwidth limitations of the relatedWAN, and offers a

different approach to managing (or mitigating) the network traffic associated with

delivery of SharePointto a geographically disperse audience

Centralized Deployment

Figure 1 below depicts a completely centralized SharePoint deployment, with the
entire farm deployed and managed from one locatiog San Jose, CaliforniaThis
represents the simplest and most efficient deployment architecture, andassumes
that remote users in New York, South America, Africa, and Asia, havéor practical
purposes z unlimited bandwidth with which to remote-access the central
SharePoint server. Because of its simplidiy, this is a recommended approach when
bandwidth or latency does not pose darrier. This is how Microsofthasenvisioned
SharePoint being deployed, so it is best that organizations try sxopt this approach
before attempting others. If adopting this architecture, performance testing should
be done to gauge useexperience when accessing from remote locations, and
network connections shaild be enhanced should the useexperience degrade.

Figure 1: Centralized SharePoint Deployment
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Centralized Deployment with Regional Farms

31T A TOGCAT EUAOEI T O AEIT OA O AAPITU 3EAOAOQ0I
shown in Figure 2. This is a natural extensionof the centralized deployment with
the addition of satellite server farms deployed elsewhere.In the scenario illustrated
in Figure 2, the farm in San Jose, Californmsts content for the intranet, enterprise
search, and the aggregate information relewant to the entire organization. Each
regional farm will only host content and configurations specific to its regional
businessactivity, in order to reduce transmission requirements of such data from
the central farm. These regional farms may be smaller and simpler in architecture,
depending on the business needs of thedal userbase. Remote end usersmust
access either the regional farm or the central farmdepending onthe information
they need thereby reducing network traffic requirements relative to the Centralized
Farm topology of our first example.

This topology is therefore recommended when regionalocations maintain content

and taxonomieslargely dissimilar (relative to each other, and to the central farm)

enough that eachcan work effectively and independenty. This topology, however,

makes it more difficult for remote users to collaborateand share contentefficiently

with users of the central farm, and even more so with those of other regional farms.

Additionally, as more regional farmsare required, thA T OCAT EUAQET 160 ET /&
becomes more complex, requiring additional operational, management, and

hardware costs. As a result, this topology is only appropriate for organizations with

the following business attributes:

1 Regional users work lagely independently, and require minimal capacity to
collaborate with users outside of their region.

1 The relatively high financial costs of scaling the SharePoint infrastructure
(as the organizationor data grows and additional servers are needed in
various farms) does not present an excessive financial burden tohé
organization.

1 Regional staff can coordinate businesprocesses and regional
infrastructure maintenance with an appropriate level of diligence and
expertise.
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Figure 2: Centralized SharePoint Deployment, with Regional Farms

Distributed , Replicated Deployment

The final option for delivering SharePoint access to regional locations is a
completely distributed and replicated SharePoint architecture In the topology
displayed in Figure 3,regional locations will maintain their ow n local SharePoint
farms, bu z directly through this SharePoint local farmz regional users can access
both (1) content that is available to them through tkeir local farm, and; (2) content
replicated from the other farms throughout the deployment With this localized,
synchronizedarchitecture, WAN limitations can be overcome and regional users can
enjoy fast, reliable access to critical enterprisewide information via their local
farms.

SanJose

&
Br

Figure 3: Distributed, Replicated SharePoint Deployment

SQL Mirroring and Log ShippiggCapabilities and Limitations

Natively, SharePointis designed to be deployed as a centralized server farm and
does not offer any tools for replicating content fronone SharePoint farm to another
or for synchronizing information and content between separate locations.However,
SharePoint does us&QL Server to store data and informatigrand this offers some
Page |10
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limited functionality to perform SharePoint replication z via SQL Mirroringand Log

Shipping SQL Mirroringis a technology available in Microsoft SQL Server 2005 (and

1 AOAOQ OEAO All11xO0 A O OEA OAPI EAAOCEIT 1T &
AAOAAAOGAQ O1I AT T OGEAO j OAOI A& anbiieA natdd EOOT 06 (
capability of SQLServer 2005 (and later) is aprocessby which the transaction log

file of a principal database is transmitted to a satellite database. The satellite

database then executes the SQL queries in the log file to execute changes to its

content so it reflectsthose changes made in the principle databaseThese tools,

though powerful, are primarily designed to deliver high availability via a staneby

environment, not replication of a production ewironment.! For replication

purposes, SQL Mirroring and/or Log Shipping do not deliver appropriate

functionality in three critical ways:

1 They provide no means to granularly select which content gets replicated,
and whereit gets replicated ta

1 They require robust network connectivity. (In the case of SQL Mirroring,
constant connectivity is required; For Log Shipping, intermittent
connections result in a transmissiorncue that delays execution of changes to
the satellite server.)

1 They do not allow forbi-directional replication or conflict resolution.
This lack of functionality makes SQL Mirroring and Log Shipping an inadequate

solution for SharePoint replication. To realize a successfulreplicated deployment
strategy, administrators mustleveragemore potent and flexibletools.

! For more information regarding the useof SQL Mirroring, Log Shipping, and other tools for High Availability, please refer to:
http://technet.microsoft.com/en -us/library/cc287861.aspx

A.AvePoint
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Deliveringintelligent SharePoint Replicabn
.|

We have analyzed how and why an organization can benefit from SharePoint

replication. We have identified the technical and physical barriers a successful

replication strategy must overcome. And we have reviewed brieflythe limitations

of the native tools available with SharePoint/SQL. . T xh 1 AO8 O E- 6001 ADA
effective tool with the capabilities and flexibility to achieve the intelligent

SharePoint replication organizations demand.

DocAve® ¢ KS L Yy Rdza ( NEKedsivealr@rastructir@ Mabhagement
Solution for SharePoint

DocAve is a full-spectrum infrastructure management software solution for
Microsoft SharPoint. With a flexible, fully-distributed modular architecture
anchored by a unified, browsetbased user interface, DocAve sets the standard for
truly scalable, enterprie-strength SharePoint management and protection. DocAve
offers twenty modules, each piloted via a single interface but deployable
independently z so organizations can craft a solution array to fit their exact needs.
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