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This essential guide highlights standard 
challenges that organizations run into 
when trying to manage and maintain 
a multi-tiered SharePoint environment. 

Standard SharePoint features out of the box (site 
collection tools and reports, central administrator 
tools and reports, content deployment, backup and 
restore, and stsadm backup and restore) provide 
basic management functionality. But these features 
are limited in nature, making it essential that Share-
Point farm administrators look for additional tools 
to help them quickly meet end user demands.

This guide examines how the DocAve v5.4 
tools and capabilities provided by the SharePoint 
Administrator, Content Manager, and Deployment 
Manager modules help fill these gaps. I’ll provide 
a number of examples and screen captures from 
a multi-tier implementation for an approximately 
10,000-person organization, to show real-world appli-
cations of the DocAve tools. Hopefully, the breadth 
of tools provided by DocAve will become apparent, 
including the power to automate administrative 
processes, create “plans” that you can schedule to 
occur once or multiple times, and generate reports 
on activities within the SharePoint environment.

The Challenge of Design
SharePoint technologies have sprouted and ex-
panded in most organizations that use Microsoft 
products due to the affordability of the tools, 
especially when purchased in conjunction with 
a SharePoint Enterprise Agreement or Volume 
Licensing arrangement. Free versions include 
Windows SharePoint Services 3 and SharePoint 
Foundation 2010. Additionally, the SharePoint 
tools mesh in many powerful and intuitive ways 
with other Office 2003, 2007, and 2010 products 
such as Outlook, Word, and Excel.

Organizations still struggle with how best to posi-
tion SharePoint within their IT ecosystem. Is it an 
intranet, portal, extranet, Internet site replacement, 
content management system, records management 
system, Business Intelligence (BI) and “dashboard-
ing” system, workflow platform, application devel-
opment platform, or a combination? Regardless of 
the official purpose and features that will be sup-
ported by IT, the user community tends to “take the 
ball and run with it,” making the SharePoint environ-
ment provided to them a multi-faceted toolset and 
workspace that IT is charged with maintaining. Thus 
the challenge: SharePoint encourages a constantly 
evolving ecosystem that changes as users learn the 
tools, populate the environment with content, and 
become increasingly reliant on it.

From a design and architecture standpoint, IT 
needs to handle the currently defined requirements 
(for example, intranet and collaboration only), plan 
for likely future requirements (for example, extranet 
and BI), and choose the right flavor of the product 

(2007 vs. 2010, WSS/Foundation vs. Server, and 
Standard vs. Enterprise). Once a decision is made 
the number of tiers need to be determined.

Most organizations understand the importance 
of having more than one tier (for example, more 
than the Production tier) and choose to also bring 
up a Staging/QA/Testing tier. Larger organizations 
that know development activities will take place in 
the near future will add one or more Development 
tiers. While SharePoint 2010 makes it easier to 
“sandbox” code and more enticing to reduce the 
number of tiers and servers, most organizations 
still understand the value of having separate tiers 
for true development work.  

The Staging or QA tier should be an exact replica 
of the Production tier. It’s in this tier that you imple-
ment operating system patches and fixes, as well 
as SharePoint and SQL Server patches and fixes. 
In this tier, you also test utility software updates, 
features, web parts, and workflows before release 
to the Production tier. Much more could be written 
on this topic, but suffice it to say that 75 percent or 
more organizations are committed to this struc-
ture, which Figure 1 shows.

The Challenge of Management
Once the environment has been built, and users 
start adopting the tools and uploading and creating 
content of different shapes and sizes, the real chal-
lenge begins. Of course, the Production tier needs 
to be available at least 99.99 percent of the time and 
IT needs to have staff to take care of user requests. 
Typically, this is where management challenges come 
into play. Following are typical requests and require-
ments that keep SharePoint farm administrators busy:

I need a new site collection for my department/ •	
group/project

I need a new site for my team/project that uses •	
this really cool Project Management web part

I need a report of site activity and who is •	
doing what

Why can’t my site collection use the content •	
type that Bob uses in his site collection?

We need to rebrand the Portal•	

Show me a report of all user privileges in my •	
site collection

Please move my site to another site collection•	

A user has left the company; please remove •	
him from all sites in my site collection

The farm administrator needs to use his or her 
understanding of the tools provided in the Central 
Administration Site, the tools available in the 
Shared Services Provider (for SharePoint 2007) or 
the different Service Applications (in SharePoint 
2010), and also understand which tools can only 
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be accessed at the site collection of site level to 
meet these goals. Classroom training is certainly 
helpful, but on-the-job trial and error is generally 
required to meet the specific requests. In many 
cases, an administrator needs to follow up with 
the requestor, to explain what can or can’t be 
done easily or to gather more information. This 
often leads to delays and end user frustration 
because users can get the sense that firm pro-
cesses and guidelines aren’t in place, governance 
isn’t well defined, or that SharePoint is a “black 
box” that’s difficult to get information out of.

The following sections cover several tools 
from the DocAve suite of products. You’ll find 
examples of how DocAve meets many of these 
management challenges and helps fill the gaps 
left by SharePoint out-of-the-box functionality. 

DocAve Administration
Although no administration tool replaces the 
need for training on the product at hand, and 
human error is still possible, a goal of the DocAve 
administration console is to centralize the 
SharePoint administrative tools and add func-
tionality to the out-of-the-box tools. A particular 
challenge of managing a multi-farm SharePoint 
implementation is the time and effort required 
to navigate to the different farms, find the tools 
required, and then make changes.

The DocAve SharePoint Administrator Central 
Admin tool lets you choose the farm from the dif-

ferent farms that have the DocAve agents installed, 
drill down in a tree structure to the Web Application 
and Site Collection (or deeper to lists and libraries), 
and choose the relevant administration tools from 
the links provided. As Figure 2 shows, the Security 
Center tab provides access to a number of tools 
related to users, groups, and permissions, as well as 
the ability to duplicate permissions (Clone Account 
Permissions) and delete dead accounts (Dead 
Account Cleaner). Clicking the Search Mode button 
lets you search for specific terms at any level; for 
example, the site collection, site, list/library, folder, 
item or item version, or to report on permissions of 
users at these different levels.

The STSADM tool within the DocAve Adminis-
tration module lets you execute stsadm.exe 
command line tools from the DocAve console. 
The results are shown within the console, with the 
syntax to assist in the process. While this might not 
seem to be much of an advantage from running 
an stsadm command from the command prompt, 
DocAve lets you create a plan based on the settings, 
with a start time scheduled (for example, 10 p.m.) 
and an option to reset IIS for recurring activities, 
such as creating a subsite based on a template. The 
information can be entered once, with the excep-
tion of the site URL, and then saved and reused. 

The DocAve Administration module also has the 
ability to define exactly which administrator tools 
users can access in the DocAve UI. For example, 
you can create a new group in DocAve called 
“SecurityAdmin” and enable specific tools for mem-
bers of that group, including Edit User Permissions, 
Permission Levels, Delete Users and Groups, Site 
Permissions, and others. This lets you delegate 
administration duties to departmental users, because 
you can provide a precise subset of tools for their 
use. Otherwise, you have to allow users Full Control, 
Designer level permissions, or edit the default permis-
sion levels provided by SharePoint, which still falls 
short of the flexibility of the DocAve toolset.

DocAve Content Management
The Content Manager module lets you copy or move 
content from one location to another within the 
SharePoint 2007 or 2010 environment, within the 
same SharePoint farm, or from one SharePoint farm to 
another. The Content Manager Plan Builder is similar 
to the interface of the SharePoint Administrator tool, 
so skills learned with this tool translate to this module. 

A typical use for Content Manager is to move a site 
from one site collection to another. For example, after 
a reorganization you might need to relocate all IT 
projects under the Project Management Office (PMO) 
site collection. Moving individual sites in SharePoint 
2007 or 2010 from one site collection to another (not 
an easy task) involves exporting the sites individually 
and then restoring them to the new location.  
The Content Manager’s GUI greatly simplifies the 
process. Content Manager also allows the promotion 
of a site to a site collection, which is useful if a site 
that started out small has grown dramatically and 
begins to have needs that merit its promotion, such 
as a third-party Project Management web part that IT 
doesn’t want to make available to other sites.

Another powerful application is to replicate a site 
collection from one tier to another, typically down-
wards from Production to Staging or Staging to 
Development, but possibly upwards in some situa-
tions. Copying downwards is useful for “refreshing” 
the Staging tier to ensure that it contains the same 
content as the Production tier for one or more site col-
lections. Figure 3 shows the interface: On the left-hand 
side a site collection in the Production tier is selected 
(https://sharepoint.xxx.com); on the right-hand side 
the destination in the Staging tier is selected (https://
mossstage.xxx.com). This plan needs to be saved; 
then it can be run on a scheduled basis or as needed. 
There are a number of different settings in the Content 
Manager\Plan Builder, some of which are visible 
in Figure 4 under the Settings tab. In this example, 
Content, Configuration, Security, and List Attachments 
are included; Workflow States are excluded.

Particularly useful is the User Mapping tool, 
which lets you change the source domain name to 
a destination domain name and/or map the source 
user to a destination user. In some organizations, the 
Production, Staging, and Development tiers are on 
different domains, and this facilitates moving content 
between the environments (assuming the DocAve 
agents have intra-domain connectivity). User map-
ping helps ensure best practices use of administrator 
and service accounts. For example, you could use 
user mapping to translate an administrative account 
on the Production network (such as SPAdminProd) 
to an administrative account in the Staging environ-
ment (such as SPAdminStag). This would let IT give an 
expanded group of staff access to the SPAdminStag 
account, without worrying about them having access 
to this higher level of permissions in Production. 
Correspondingly, SPAdminProd could be mapped to 

SPAdminDev and be shared with developers in the 
development tier to enable them to perform higher 
levels of troubleshooting and testing.

DocAve Deployment Manager
Deployment Manager adds another level of func-
tionality and helps with the process of rolling out 
front-end servers and replicate configurations within a 
SharePoint farm or between farms. This tool is not de-
signed to replicate content, but rather the settings that 
determine how the SharePoint environment functions. 
For the typically over-worked IT administrator, this 
allows an efficient way of ensuring that the front-ends 
are easily added and are identical in configuration.

The front-end deployment tools are designed to 
replicate IIS settings, Global Assembly Cache (GAC) 
settings, features, and the site definitions folders 
on the local file system. Design Manager replicates 
the structure of the source site to the destination 
site, and includes components such as custom web 
parts, features, and site templates. Figure 4 shows 
an example of the Design Manager where a root site 
collection configuration in the Production tier will be 
replicated to the root site collection in the Staging 
tier. As Figure 4 shows, Site Columns, Content Types, 
Form Templates, the List Template Gallery, and Pages 
will be replicated. The Backup Before Deployment 
option and Rollback Center allows for a clean roll-
back if the deployment isn’t successful. Finally, the 
Solution Center allows the distribution of SharePoint 
Solutions, as well as their detraction.

DocAve Reports
SharePoint 2007 provides some basic reports that 
you can access from the Site Collections Settings 
menu by clicking Site Collection Usage reports. 
These reports provide useful information such as 
Distinct Users over the past 30 days, Top Pages 
based on requests per day over the past 30 days, Top 
Users based on average requests per day over the 
past 30 days, Destination Pages, and Search Queries. 

However, you need to access the reports on a site 
collection by site collection basis, and you then need 
to export data by category (such as User Activity (past 
30 days)) to Excel or PDF. 

So exporting and analyzing multiple data sets 
from multiple site collections is a time consuming 
task, and then you need to merge the Excel docu-
ments. SharePoint 2010 offers more reporting options 
and tighter integration with SQL Server Reporting 
Services (SSRS), which requires SQL Server 2008 R2, 
but the basic process of visiting each site, collect-
ing the data needed, and then compiling to a single 
report or dashboard is very time consuming. By 
taking advantage of SSRS, a resource skilled with the 
tools (such as SQL Server Report Builder) could put 
together a customized reporting solution, given time.

DocAve offers the Report Center in the Management 
Console (which can also be created as a site collection). 
The Report Center is dedicated to providing informa-
tion vital to SharePoint farm administrators, such as 
CPU/Memory Usage, Storage Trends, Most Active Users, 
Site Usage, and numerous other statistics. You need to 
define scopes for each report, but once they’re config-
ured the reports are easily accessed from the browser 
or from the Management Console. Figure 5 shows the 
reporting options available to you via the browser 
when the Report Center is created as a site collection.

In addition, the DocAve Administration module offers 
the Report Builder tool (Figure 6), which lets you choose 
the items to generate reports on, the location those 
reports are sent to, the Report Format (PDF, XLS, XLSX, 
CSV, or XML), and the schedule (up to six schedules per 
report). Once configured and tuned to provide the right 
level of detail, this is a hand’s off tool, and you can sim-
ply open the report from the network share and review 
and analyze the data.

Going Forward
In this guide, I’ve offered high-level observations and 
recommendations for best-practice management of 

multi-tiered SharePoint farms. The recommendations 
are based on years of working with SharePoint products 
since release of the 2003 product line.

I presented a number of challenges that farm admin-
istrators run into when users become familiar with and 
see the value of the SharePoint toolsets. I also provided 
real-world examples of challenges that are not easily 
met by the out-of-the-box SharePoint tools (whether 
SharePoint 2007 or SharePoint 2010), along with solu-
tions delivered by AvePoint DocAve tools.

Colin Spence, an MCP and a MCTS in SharePoint 
and a Partner at Convergent Computing, performs 
in the roles of Senior Architect, Practice Manager, 
and Technical Writer for the organization. He focuses 
on the design, implementation, and support of 
Microsoft-based technology solutions, with a current 
focus on Microsoft SharePoint technologies. He has 
been implementing SharePoint-based solutions since 
2003 and has over 20 years of experience providing 
IT-related services to a wide range of organizations. 
He has worked with AvePoint products since 2007. 
Colin has authored several best-selling books on 
SharePoint products. He contributes to numerous 
publications and speaks regularly on SharePoint 
technologies.
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In this guide, I’ve offered high-level observations and 
recommendations for best-practice management of 

multi-tiered SharePoint farms. The recommendations 
are based on years of working with SharePoint products 
since release of the 2003 product line.

I presented a number of challenges that farm admin-
istrators run into when users become familiar with and 
see the value of the SharePoint toolsets. I also provided 
real-world examples of challenges that are not easily 
met by the out-of-the-box SharePoint tools (whether 
SharePoint 2007 or SharePoint 2010), along with solu-
tions delivered by AvePoint DocAve tools.
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been implementing SharePoint-based solutions since 
2003 and has over 20 years of experience providing 
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be accessed at the site collection of site level to 
meet these goals. Classroom training is certainly 
helpful, but on-the-job trial and error is generally 
required to meet the specific requests. In many 
cases, an administrator needs to follow up with 
the requestor, to explain what can or can’t be 
done easily or to gather more information. This 
often leads to delays and end user frustration 
because users can get the sense that firm pro-
cesses and guidelines aren’t in place, governance 
isn’t well defined, or that SharePoint is a “black 
box” that’s difficult to get information out of.

The following sections cover several tools 
from the DocAve suite of products. You’ll find 
examples of how DocAve meets many of these 
management challenges and helps fill the gaps 
left by SharePoint out-of-the-box functionality. 

DocAve Administration
Although no administration tool replaces the 
need for training on the product at hand, and 
human error is still possible, a goal of the DocAve 
administration console is to centralize the 
SharePoint administrative tools and add func-
tionality to the out-of-the-box tools. A particular 
challenge of managing a multi-farm SharePoint 
implementation is the time and effort required 
to navigate to the different farms, find the tools 
required, and then make changes.

The DocAve SharePoint Administrator Central 
Admin tool lets you choose the farm from the dif-

ferent farms that have the DocAve agents installed, 
drill down in a tree structure to the Web Application 
and Site Collection (or deeper to lists and libraries), 
and choose the relevant administration tools from 
the links provided. As Figure 2 shows, the Security 
Center tab provides access to a number of tools 
related to users, groups, and permissions, as well as 
the ability to duplicate permissions (Clone Account 
Permissions) and delete dead accounts (Dead 
Account Cleaner). Clicking the Search Mode button 
lets you search for specific terms at any level; for 
example, the site collection, site, list/library, folder, 
item or item version, or to report on permissions of 
users at these different levels.

The STSADM tool within the DocAve Adminis-
tration module lets you execute stsadm.exe 
command line tools from the DocAve console. 
The results are shown within the console, with the 
syntax to assist in the process. While this might not 
seem to be much of an advantage from running 
an stsadm command from the command prompt, 
DocAve lets you create a plan based on the settings, 
with a start time scheduled (for example, 10 p.m.) 
and an option to reset IIS for recurring activities, 
such as creating a subsite based on a template. The 
information can be entered once, with the excep-
tion of the site URL, and then saved and reused. 

The DocAve Administration module also has the 
ability to define exactly which administrator tools 
users can access in the DocAve UI. For example, 
you can create a new group in DocAve called 
“SecurityAdmin” and enable specific tools for mem-
bers of that group, including Edit User Permissions, 
Permission Levels, Delete Users and Groups, Site 
Permissions, and others. This lets you delegate 
administration duties to departmental users, because 
you can provide a precise subset of tools for their 
use. Otherwise, you have to allow users Full Control, 
Designer level permissions, or edit the default permis-
sion levels provided by SharePoint, which still falls 
short of the flexibility of the DocAve toolset.

DocAve Content Management
The Content Manager module lets you copy or move 
content from one location to another within the 
SharePoint 2007 or 2010 environment, within the 
same SharePoint farm, or from one SharePoint farm to 
another. The Content Manager Plan Builder is similar 
to the interface of the SharePoint Administrator tool, 
so skills learned with this tool translate to this module. 

A typical use for Content Manager is to move a site 
from one site collection to another. For example, after 
a reorganization you might need to relocate all IT 
projects under the Project Management Office (PMO) 
site collection. Moving individual sites in SharePoint 
2007 or 2010 from one site collection to another (not 
an easy task) involves exporting the sites individually 
and then restoring them to the new location.  
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that started out small has grown dramatically and 
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Another powerful application is to replicate a site 
collection from one tier to another, typically down-
wards from Production to Staging or Staging to 
Development, but possibly upwards in some situa-
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(https://sharepoint.xxx.com); on the right-hand side 
the destination in the Staging tier is selected (https://
mossstage.xxx.com). This plan needs to be saved; 
then it can be run on a scheduled basis or as needed. 
There are a number of different settings in the Content 
Manager\Plan Builder, some of which are visible 
in Figure 4 under the Settings tab. In this example, 
Content, Configuration, Security, and List Attachments 
are included; Workflow States are excluded.

Particularly useful is the User Mapping tool, 
which lets you change the source domain name to 
a destination domain name and/or map the source 
user to a destination user. In some organizations, the 
Production, Staging, and Development tiers are on 
different domains, and this facilitates moving content 
between the environments (assuming the DocAve 
agents have intra-domain connectivity). User map-
ping helps ensure best practices use of administrator 
and service accounts. For example, you could use 
user mapping to translate an administrative account 
on the Production network (such as SPAdminProd) 
to an administrative account in the Staging environ-
ment (such as SPAdminStag). This would let IT give an 
expanded group of staff access to the SPAdminStag 
account, without worrying about them having access 
to this higher level of permissions in Production. 
Correspondingly, SPAdminProd could be mapped to 

SPAdminDev and be shared with developers in the 
development tier to enable them to perform higher 
levels of troubleshooting and testing.

DocAve Deployment Manager
Deployment Manager adds another level of func-
tionality and helps with the process of rolling out 
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SharePoint farm or between farms. This tool is not de-
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In addition, the DocAve Administration module offers 
the Report Builder tool (Figure 6), which lets you choose 
the items to generate reports on, the location those 
reports are sent to, the Report Format (PDF, XLS, XLSX, 
CSV, or XML), and the schedule (up to six schedules per 
report). Once configured and tuned to provide the right 
level of detail, this is a hand’s off tool, and you can sim-
ply open the report from the network share and review 
and analyze the data.
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multi-tiered SharePoint farms. The recommendations 
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SharePoint Environments
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This essential guide highlights standard 
challenges that organizations run into 
when trying to manage and maintain 
a multi-tiered SharePoint environment. 

Standard SharePoint features out of the box (site 
collection tools and reports, central administrator 
tools and reports, content deployment, backup and 
restore, and stsadm backup and restore) provide 
basic management functionality. But these features 
are limited in nature, making it essential that Share-
Point farm administrators look for additional tools 
to help them quickly meet end user demands.

This guide examines how the DocAve v5.4 
tools and capabilities provided by the SharePoint 
Administrator, Content Manager, and Deployment 
Manager modules help fill these gaps. I’ll provide 
a number of examples and screen captures from 
a multi-tier implementation for an approximately 
10,000-person organization, to show real-world appli-
cations of the DocAve tools. Hopefully, the breadth 
of tools provided by DocAve will become apparent, 
including the power to automate administrative 
processes, create “plans” that you can schedule to 
occur once or multiple times, and generate reports 
on activities within the SharePoint environment.

The Challenge of Design
SharePoint technologies have sprouted and ex-
panded in most organizations that use Microsoft 
products due to the affordability of the tools, 
especially when purchased in conjunction with 
a SharePoint Enterprise Agreement or Volume 
Licensing arrangement. Free versions include 
Windows SharePoint Services 3 and SharePoint 
Foundation 2010. Additionally, the SharePoint 
tools mesh in many powerful and intuitive ways 
with other Office 2003, 2007, and 2010 products 
such as Outlook, Word, and Excel.

Organizations still struggle with how best to posi-
tion SharePoint within their IT ecosystem. Is it an 
intranet, portal, extranet, Internet site replacement, 
content management system, records management 
system, Business Intelligence (BI) and “dashboard-
ing” system, workflow platform, application devel-
opment platform, or a combination? Regardless of 
the official purpose and features that will be sup-
ported by IT, the user community tends to “take the 
ball and run with it,” making the SharePoint environ-
ment provided to them a multi-faceted toolset and 
workspace that IT is charged with maintaining. Thus 
the challenge: SharePoint encourages a constantly 
evolving ecosystem that changes as users learn the 
tools, populate the environment with content, and 
become increasingly reliant on it.

From a design and architecture standpoint, IT 
needs to handle the currently defined requirements 
(for example, intranet and collaboration only), plan 
for likely future requirements (for example, extranet 
and BI), and choose the right flavor of the product 

(2007 vs. 2010, WSS/Foundation vs. Server, and 
Standard vs. Enterprise). Once a decision is made 
the number of tiers need to be determined.

Most organizations understand the importance 
of having more than one tier (for example, more 
than the Production tier) and choose to also bring 
up a Staging/QA/Testing tier. Larger organizations 
that know development activities will take place in 
the near future will add one or more Development 
tiers. While SharePoint 2010 makes it easier to 
“sandbox” code and more enticing to reduce the 
number of tiers and servers, most organizations 
still understand the value of having separate tiers 
for true development work.  

The Staging or QA tier should be an exact replica 
of the Production tier. It’s in this tier that you imple-
ment operating system patches and fixes, as well 
as SharePoint and SQL Server patches and fixes. 
In this tier, you also test utility software updates, 
features, web parts, and workflows before release 
to the Production tier. Much more could be written 
on this topic, but suffice it to say that 75 percent or 
more organizations are committed to this struc-
ture, which Figure 1 shows.

The Challenge of Management
Once the environment has been built, and users 
start adopting the tools and uploading and creating 
content of different shapes and sizes, the real chal-
lenge begins. Of course, the Production tier needs 
to be available at least 99.99 percent of the time and 
IT needs to have staff to take care of user requests. 
Typically, this is where management challenges come 
into play. Following are typical requests and require-
ments that keep SharePoint farm administrators busy:

I need a new site collection for my department/ •	
group/project

I need a new site for my team/project that uses •	
this really cool Project Management web part

I need a report of site activity and who is •	
doing what

Why can’t my site collection use the content •	
type that Bob uses in his site collection?

We need to rebrand the Portal•	

Show me a report of all user privileges in my •	
site collection

Please move my site to another site collection•	

A user has left the company; please remove •	
him from all sites in my site collection

The farm administrator needs to use his or her 
understanding of the tools provided in the Central 
Administration Site, the tools available in the 
Shared Services Provider (for SharePoint 2007) or 
the different Service Applications (in SharePoint 
2010), and also understand which tools can only 
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